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I.  PURPOSE: 
 
 To provide guidelines for EMS facility Security. 
 
II. GUIDELINE: 
 
Headquarters 
 
 1.  During normal business hours the main entrance will remain unlocked. The reception 

area must be staffed at all times during business hours.  At all other times the main 
entrance will remain locked. 

 
 2.  The staff entrance will remain locked at all times and access will be controlled by the 

Sonitrol System. 
 
 3.  All visitors must sign in and out of the facility.  Visitors will not be unattended while 

in the facility. 
 
 4.  Sensitive documents such as Patient Care Records, HIPAA Log, Subpoena Log, and 

other Protected Health Information will not be kept on the employees’ unattended desk. 
   
 5.  Files containing PHI will be locked at all times when unattended. 
 
  
Logistics: 
 

The Logistics equipment storage areas will remain locked at all times.  Sonitrol 
access is limited to Logistics and command staff.  This area is under closed circuit 
recorded video surveillance. 
 
Download room: The computer area will remain locked at all times and access will 
be controlled by the Sonitrol Security System. Only authorized EMS Division 
employees are permitted in this area. 

 
Spare Ambulances: All ambulances not in use will remain locked at all times. The   
area is monitored by closed circuit recorded video surveillance. 
 
Chem-Pack: The Chem-pack storage room will remain locked at all times and access 
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will be controlled by the Sonitrol Security System. Only authorized EMS 
Division employees are permitted in this area. 

 
 
Equipment lockers are located in the Logistics area and are for securing equipment  
when Logistics or Supervisory personnel are not available to secure the equipment.  
Lockers will be secured by the lock provided on the lockers.  Only Logistics and  
Supervisory personnel have access to keys.  If equipment is placed in a locker the  
crew will immediately notify the on duty supervisor. 

 
   
 
 
  


